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Electronics (TCE) , Volume: 68, Issue: 3, Aug 2022, pp. 291-306 
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8. Anirban Sengupta, Mahendra Rathor "Facial Biometric for Securing Hardware 
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Volume: 29, Issue: 1, Jan. 2021, pp. 112 - 123 
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29. Aditya Anshul, Anirban Sengupta, " HLS Trojan Detection using Machine Learning 
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High-Level Synthesis for Watermarked Hardware IPs", IEEE Embedded Systems Letters 
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35. Anirban Sengupta, Rahul Chaurasia "Secure FFT IP using C-way Partitioning-based 
Obfuscation and Fingerprint", IEEE Design & Test (D&T), Volume: 41, Issue: 5, pp. 55-64, 
October 2024 

36. Anirban Sengupta, Aditya Anshul "Watermarking Hardware IPs using Design Parameter 
Driven Encrypted Dispersion Matrix with Eigen Decomposition Based Security 
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42. Anirban Sengupta, Mahendra Rathor "Structural Obfuscation and Crypto-Steganography 
based Secured JPEG Compression Hardware for Medical Imaging Systems", IEEE 
Access, Volume: 8, Issue:1, Dec 2020, pp. 6543-6565 
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against Removal Attack using SHA-512 based Key Encryption Hardware", IEEE Access 
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48. Mahendra Rathor, Anirban Sengupta "Robust Logic locking for Securing Reusable DSP 
Cores", IEEE Access Journal, Volume: 7, Aug 2019, pp. 120052 - 120064 

49. Anirban Sengupta,, Deepak Kachave, "Digital Processing Core Performance Degradation 
Due to Hardware Stress Attacks", IEEE Potential, Volume: 38, Issue: 2, March-April 2019, 
pp. 39 - 45. 

50. Deepak Kachave, Anirban Sengupta "Fault Tolerant DSP core datapath against Omni-
directional spatial impact of SET", IEEE Canadian Journal of Electrical and Computer 
Engineering, Volume 42, issue 2, Spring 2019, pp. 102 - 107 

51. Dipanjan Roy, Anirban Sengupta "Multi-level Watermark for Protecting DSP Kernel used 
in CE Systems", IEEE Consumer Electronics, Volume: 8 , Issue: 2 , March 2019, pp. 100 
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52. Dipanjan Roy, Anirban Sengupta, Mrinal Kanti Naskar "Signature-Free Watermark for 
Protecting DSP core used in CE Devices", IEEE Consumer Electronics, Volume 8, Issue 
1, Jan 2019, pp. 92 - 94 

53. Anirban Sengupta, Saraju P. Mohanty "Editorial: From the Editors Desk", IEEE VLSI 
Circuits & Systems Letter, Volume 5, Issue 1, Feb 2019, pp. 1. 

54. Anirban Sengupta "Editorial: From the Editors Desk", IEEE VLSI Circuits & Systems 
Letter, Volume 5, Issue 2, May 2019, pp. 1. 

55. Anirban Sengupta, Dipanjan Roy, Saraju Mohanty, Peter Corcoran "A Framework for 
Hardware Efficient Reusable IP Core for Grayscale Image CODEC", IEEE Access 
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56. Anirban Sengupta, Niranjan Ray, "Audio & Video Technologies of Consumer Electronics 
Devices", IEEE Consumer Electronics, Volume: 7, Issue: 5, Sept. 2018, pp. 26 - 26. 

57. Dipanjan Roy, Anirban Sengupta, "Obfuscated JPEG Image Decompression IP Core for 
Protecting Against Reverse Engineering", IEEE Consumer Electronics, Volume: 7, Issue: 
3, May 2018, pp. 104 - 109 

58. Anirban Sengupta, Dipanjan Roy "Framework for IP based Lossless Image Compression 
for Camera Systems", IEEE Consumer Electronics, Volume: 7, Issue: 1, pp. 119 - 124, 
2018 

59. Deepak Kachave, Anirban Sengupta "Functionally Locked IP Core in CE Hardware for 
Shielding against Reverse Engineering Attacks", IEEE Consumer Electronics, Volume: 7, 
Issue: 2, March 2018, pp. 111 - 114 

60. Dipanjan Roy, Anirban Sengupta, MK Naskar "Optimizing DSP IP Cores using Design 
Transformation", IEEE Consumer Electronics, Volume: 7 , Issue: 4 , July 2018, pp. 91 - 
94 

61. Anirban Sengupta, Saraju P. Mohanty "Editorial: From the Editors Desk", IEEE VLSI 
Circuits & Systems Letter, Volume 4, Issue 1, Feb 2018, pp. 1. 

62. Anirban Sengupta, Saraju P. Mohanty "Editorial: From the Editors Desk", IEEE VLSI 
Circuits & Systems Letter, Volume 4, Issue 2, May 2018, pp. 1. 

63. S. P. Mohanty, A. Sengupta, P. Guturu, and E. Kougianos, "Everything You Want to Know 
About Watermarking: From Paper Marks to Hardware Protection", IEEE Consumer 
Electronics, Volume 7, Issue 3, July 2017, pp. 83--91. 



Prof. Anirban Sengupta 
 

64. Anirban Sengupta, Deepak Kachave "Particle Swarm Optimisation Driven Low Cost 
Single Event Transient Fault Secured Design during Architectural Synthesis (Invited 
Paper)" IET Journal of Engineering, Dec 2017, doi: 10.1049/joe.2016.0378. 

65. Anirban Sengupta "Hardware Vulnerabilities and its Effect on CE Devices: Design-for-
Security against Trojan", IEEE Consumer Electronics, Volume: 6, Issue: 3, July 2017, pp. 
126 - 133. 

66. Anirban Sengupta, Dipanjan Roy "Anti-Piracy aware IP Chipset Design for CE Devices: 
Robust Watermarking Approach", IEEE Consumer Electronics, Volume: 6, Issue: 2, April 
2017, pp. 118 - 124. 

67. Anirban Sengupta, "Hardware Security of CE Devices: Threat Models and Defence 
against IP Trojans and IP Piracy", IEEE Consumer Electronics, Jan 2017, Volume: 6, 
Issue: 1 ,pp. 130 - 133. 

68. Anirban Sengupta, Santosh Rathlavat, Mrinal Kanti Naskar "A Firefly Algorithm Approach 
for Hardware Accelerators in CE Devices", IEEE Consumer Electronics, Volume: 6, 
Issue: 4, Oct. 2017 

69. Anirban Sengupta "Mathematical Models for Latency Estimation of Loop Unrolled and 
Loop Pipelined CDFGs during High Level Synthesis", IEEE VLSI Circuits & Systems 
Letter, Volume 2, Issue 2, 2017, pp. 15 - 18. 

70. Anirban Sengupta, Saumya Bhadauria, "Exploring Low Cost Optimal Watermark for 
Reusable IP Cores during High Level Synthesis", IEEE Access Journal, Invited paper, 
Volume:4, Issue: 99, pp. 2198 - 2215, May 2016 . 

71. Anirban Sengupta, F. Lombardi, S.P Mohanty, M. Zwolinski, "Security and Reliability 
Aware System Design for Mobile Computing Systems", IEEE Access Journal, Volume: 4, 
2016, pp. 2976 - 2980. 

72. Anirban Sengupta "Resilient Soft IP-Core Design Against Terrestrial Transient Faults for 
CE Products", IEEE Consumer Electronics, Volume: 5, Issue: 4, Oct. 2016, pp. 129 - 
131. 

73. Anirban Sengupta, "Design Flow of a Digital IC for CE Products", IEEE Consumer 
Electronics, April 2016, Vol.5, Issue: 2, pp.58 - 62. 

74. Anirban Sengupta "Cognizance on Intellectual Property: A High-Level Perspective", IEEE 
Consumer Electronics, Vol. 5, Issue 3, pp. 126 - 128, 2016. 

75. Anirban Sengupta "Evolution of IP Design Process in Semiconductor/EDA 
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76. Anirban Sengupta "Protection of IP-Core Designs for CE Products", IEEE Consumer 
Electronics, Vol 5, pp. 83- 89, Dec 2015. 

 

IEEE CONFERENCE PROCEEDINGS 

77. Nabendu Bhui, Anirban Sengupta "Leveraging Multi-Layer Crypto-Logic Cross Coupled 
with Encoded Code Converter and Conditional Control Flow for Robust Key-Based HLS IP 
Watermarking", Proceedings of 38th IEEE International System-on-Chip Conference 
(SOCC), Accepted, Dubai, 2025 
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78. Aditya Anshul, Anirban Sengupta, Vishal Chourasia "Secure Optimized Hardware IP 
Design Using Key-Driven Hash Slicing Based HLS Watermarking Integrated with Krill-Herd 
DSE", Proceedings of 38th IEEE International System-on-Chip Conference (SOCC), 
Accepted, Dubai, 2025 

79. Anirban Sengupta, Aditya Anshul, Nabendu Bhui "Timer-driven HLS Trojan attack on 
Medical System Hardware", Proceedings of 11th IEEE International Symposium on 
Smart Electronic Systems (IEEE – iSES), Accepted, Dec 2025 

80. Anirban Sengupta, Aditya Anshul, Nabendu Bhui "Embedding Steganography Digest 
using Shannon's Decomposition for Hardware Security against False IP Ownership 
Attack", Proceedings of 11th IEEE International Symposium on Smart Electronic 
Systems (IEEE – iSES), Accepted, Dec 2025 

81. Vishal Chourasia, Anirban Sengupta, Rahul Chaurasia "HLS Based Hardware 
Watermarking of Blur, Embossment and Sharpening Filters Using Fused Ocular Biometrics 
and Digital Signature", 37th IEEE International System-on-Chip Conference (SOCC), 
Dresden, Germany, Sep 2024, pp. 143-148 

82. Anirban Sengupta, Vishal Chourasia, Aditya Anshul "HLS Scheduling Driven Encoded 
Watermarking for Secure Convolutional Layer IP Design in CNN", Proceedings of 11th 
IEEE International Conference on Consumer Electronics (ICCE-TW), Taiwan, July 
2024, pp. 587-588 

83. Anirban Sengupta, Vishal Chourasia, Aditya Anshul, Nitish Kumar "Robust Watermarking 
of Loop Unrolled Convolution Layer IP Design for CNN using 4-variable Encoded Register 
Allocation", Proceedings of 11th IEEE International Conference on Consumer 
Electronics (ICCE-TW), Taiwan, July 2024, pp. 589-590 

84. Rahul Chaurasia, Anirban Sengupta, "HLS based Hardware Security and IP 
Protection", 37th International Conference on VLSI Design (VLSID)- SRF, Kolkata, 
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85. Anirban Sengupta, Rahul Chaurasia "SWIFT: Swarm Intelligence Driven ESL Synthesis 
for Functional Trojan Fortification", Proceedings of 10th IEEE International Symposium 
on Smart Electronic Systems (IEEE – iSES) , Accepted, Dec 2024 

86. Anirban Sengupta, Vishal Chourasia "HLS Based Rapid Pareto Front Search of 
Watermarked Convolutional Layer IP Design", Proceedings of 10th IEEE International 
Symposium on Smart Electronic Systems (IEEE – iSES) , Accepted, Dec 2024 

87. Anirban Sengupta, Aditya Anshul "HLS Based Hardware Watermarking Using IP Seller's 
Superimposed Facial Anthropometric Features", Proceedings of 10th IEEE International 
Symposium on Smart Electronic Systems (IEEE – iSES) , Accepted, Dec 2024 

88. Anirban Sengupta, Vishal Chourasia, Nitish Kumar "HLS Driven Hybrid GA-PSO for 
Design Space Exploration of Optimal Palmprint Biometric Based IP Watermark and Loop 
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89. Anirban Sengupta, Vishal Chourasia "Gen-Sign: HLS Based Watermarking Using IP 
Vendor's Feistel Cipher Encrypted Genomic Signature for Protecting CNN and Image 
Processing Filter Cores Against Piracy", Proceedings of 10th IEEE International 
Symposium on Smart Electronic Systems (IEEE – iSES) , Accepted, Dec 2024 



Prof. Anirban Sengupta 
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91. Rahul Chaurasia, Anirban Sengupta, "Secure Accelerated Computing: High-Level 
Synthesis Based Hardware Accelerator Design for CNN Applications, Proceedings of 
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92. Anirban Sengupta, Rahul Chaurasia, Aditya Anshul, "Hardware Security of Digital Image 
Filter IP Cores against Piracy using IP Seller’s Fingerprint Encrypted Amino Acid Biometric 
Sample", Proceedings of 8th IEEE Asian Hardware Oriented Security and Trust 
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93. Rahul Chaurasia, Abhinav Reddy Asireddy, Anirban Sengupta, "Fault Secured JPEG-
Codec Hardware Accelerator with Piracy Detective Control using Secure Fingerprint 
Template", Proceedings of 36th IEEE International Symposium on Defect and Fault 
Tolerance in VLSI and Nanotechnology Systems (DFTS) , France, Oct 2023, pp. 1-6 

94. Anirban Sengupta, Aditya Anshul, Sumer Thakur, Chirag Kothari "Fusing IP Vendor 
Palmprint Biometric with Encoded Hash for Hardware IP Core Protection of Image 
Processing Filters", Proceedings of 35th IEEE International Conference on 
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95. Anirban Sengupta, Aditya Anshul, Chirag Kothari, Sumer Thakur "Secured and Optimized 
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Accelerator Against False Claim of IP Ownership Using Embedded Fingerprint as 
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